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Main Features

Compliance with the Managing
Government Records Directive

Easy to use

All email captured as records by default,
retained by Capstone role

Non-records declared by user intervention
(via Gmail labels)

ZL Archive provides full e-Discovery and
Legal Hold functionality
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Managing NARA’s
Email Records
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Two Clouds: Google & ZL Tech

Users do their “business” in Gmail

ZLUA “crawls” Gmail accounts daily

Email records are “captured” and managed according to rules
ZLUA capture rule keys on Labels in Gmail (only records are captured)

Once captured (copied), records are retained according to Capstone
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ARCHIVES

Policies (Usage & Mgmt Rules)

« Gmail objects (email messages, attachments, Calendar entries, and
GQueues tasks) are not captured until they are 90 days old (the first
“Safe Harbor” period)

« NARA users have a second “Safe Harbor” period of an additional 90 days
to access their ZLUA accounts and reclassify records there as non-
records (users may also restore records deleted in their Gmail accounts
from ZLUA)

« All email, regardless of label, is captured in a separate ‘Journal’ archive
in ZLUA for E-Discovery and as a backup of last resort—Journal email is
kept for 1 year

« Email records in ZLUA are considered the record copies—Gmail copies are
for convenience once 90 days old

CORPORATE RECORDS MANAGEMENT



Capstone Approach

Permanent - top decision-maker’s e-mail

Temporary — all other staff, 7 year retention

Non-record — 1 year retention
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Retention Rules (Capstone)

« The email records of Designated Senior Officials (Capstone
Officials) are retained and managed under the Permanent Rule
by default (emails are retained in ZLUA for 15 years, and then
transferred to NARA’'s permanent holdings)

« The email records of all other NARA accounts are managed
under the Temporary Rule, and kept for 7 years in ZLUA before
being deleted

« Senior Officials can label an email message “Temporary” for
administrative records and all other staff can label an email
message as "Permanent” when necessary

« Certain non-record broadcast email messages are not placed in
the archive
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il Gmail Labels and the Capture Rule
Mail ~ , « All emails are captured by ZLUA EXCEPT:

_ « Any emails less than 90 days old
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» All captured emails are considered to be records
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Creating Labels

Select the email(s) to be labeled (checkboxes)

Select the “Labels” drop-down menu

Type in label name, select from any existing labels, or use “Create new”

Using “Labels” will apply the label, but “leave” the message in the “Inbox”
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Searching Gmail is easy

« Create a search/filter from an existing email,
select/copy/paste an email address or person’s name from
the email first, then paste it into the search box, or

« Type in text or any of the other options
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Senior-level buy-in
--both for the Capstone approach itself, and for senior officers
to have their email retained permanently

Policies and Procedures

--maintaining, updating, and publishing the Capstone List
--determining access policies

--identifying, reviewing, and implementing exceptions
--determining analysis and reporting needs

Training is vital
--both initial and ongoing
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Questions?
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